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Multilayer switches

Specification

Quantity

Management features
- Switch type

- Switch layer

Ports & interfaces

Managed

L2/L3

- Basic switching RJ-45
Ethernet ports quantity

Basic switching RJ-45
Ethernet ports type

" SFP module slots qualiﬁty

24

Gigabit Ethernet
(10/100/1000)

4

Networking

- Networking standards

10G support

' Link aggregation

Data transmission

IEEE 802.3, IEEE 802.3ab,
IEEE 802.3af, IEEE
802.3at, IEEE 802.3u

 Switching capacity .

Forwarding rate

Virtual LAN features

- VLAN support
Design
' Rack mounting

- Form factor

Performance
- Packet buffer memory .

56 Gbit/s
83 Mbps

1U




- Flash memory 128 MB

_ Internal memory 512 MB
Power

' Power consumption - 220.18 W

. (typical)

~ AC input voltage 100 -240 V

Power over Ethernet (PoE)
Power over Ethernet

- (PoE)
Total Power. over 180 W
Ethernet (PoE) budget
-Warranty
- 1 year on comprehensive
. site :
AL HUSSEIN Al
BIN TALAL ) e |
UNIVERSITY '
guulond! 58 8
Technology Center




S‘ecure SD-WAN Next Generation Firewall (Quantity 2)

Hardware Specifications

(O]

GE RJ45 Switch PorLsu

EE RJ45 WAN Ports 2

USB Ports 1
Console (RJ45) 1

System Performance and Capacity

Firewall Throughput 2.5 Gbps
Firewall Throughput (Packet per Second) 375 Kpps
Concurrent Sessions (TCP) 1.8 Million
New Sessions/Second (TCP) 21,000
Firewall Policies 5,000
IPsec VPN Throughput (512 byte) 90 Mbps
Gateway-to-Gateway IPsec VPN Tunnels 200
Client-to-Gateway IPsec VPN Tunnels 250
Application Control Throughput (HTTP 64K) 450 Mbps
CAPWAP Throughput (HTTP 64K) 1.2 Gbps
Virtual Domains (Default / Maximum) 5/5
Maximum Number of Registered FortiClients 200

High Availability Configurations

Active/Active, Active/Passive, Clustering

IPS Throughput 350 Mbps
NGFW Throughput 220 Mbps
Threat Protection Throughput 160 Mbps
Form Factor Desktop

Power Required

100-240V AC, 60-50 Hz (External DC Power Adapte

Maximum Current

100V/0.6A,240V/04 A

Power Consumption (Average / Maximum)

th,i..xu;,_?};
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Power edge server

Quantity

- Hard Drive Type: SAS Drive

- Hard Drive Capacity: 4 TB SSD

- Memory Size: 128 GB Up to 3 TB LRDIMM/RDIMM
- CPU Speed: 3.8 GHz

- CPU version: Intel Xeon E5620 r higher

- Number of Processor Core: 8

- Number of Hard Drive: 6

- RAID Supported : Yes

- Hyper threading: Yes
- Power: up to two AC or DC PSUs
-Remote management: iDRACY with Lifecycle Controller

-Warranty : 3 years required




LCD screen 50’ inch

Specification

Quantity
1920 x 1080 Full HD Resolution or higher
HDMI Port, Display port
Flat or curved ( preferred)
Refresh rate : at least 165Hz
6

Connectivity technology: Wi-Fi
All cables must be included (HDMI, power.....etc.)

1 year warranty




Workstations (PCs)

Specification

Quantity
Intel Core 17 last generation 3.6 GHz, 6
32GB RAM DDR4,
1TB SSD

NVidia Quadro RTX A2000 6GB,
Windows 10 Pro

HUSSEWN
N TALAL '
NIVERSITY -
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Requirements

e Proper Network segmentation should be implemented to assure each
department is segmented on the network level to prevent ant un-need
communications between departments and stop internal movement.

e The server’s zone should be isolated and only the needed ports are
allowed. ’

e Any communication with the databases zone is only allowed from the
server zone with IP based restriction on source and destination.
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